
Amazon	
  Cloud	
  Outage	
   -­‐	
  2011

• Loss	
  
– difficult	
  to	
  quan5fy,	
  but	
  many	
  

Web	
  2.0	
  websites	
  were	
  affected	
  
for	
  hours,	
  days	
  

• Descrip5on	
  
– Amazon	
  EC2	
  services	
  were	
  un-­‐

available	
  for	
  hours	
  
– Some	
  permanent	
  data	
  loss	
  

• Cause	
  
– “The	
  trigger	
  for	
  this	
  event	
  was	
  a	
  

network	
  configura5on	
  change.”



IC4	
  Marslev	
  incident	
  -­‐	
  2011

• Loss	
  
– Tens,	
  maybe	
  hundreds	
  of	
  

millions	
  DKK	
  

• Descrip5on	
  
– On	
  14	
  November	
  2011	
  DSB	
  

stopped	
  opera5ons	
  with	
  all	
  
IC4	
  trains	
  aVer	
  an	
  IC4	
  train	
  
overran	
  a	
  red	
  stop	
  signal	
  at	
  
Marslev	
  

• Cause	
  
– Slippery	
  rails	
  and	
   

“inefficient”	
  braking	
  system	
  
– See	
  the	
  “DTU	
  report”
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On 14 November 2011 DSB stopped operations 

with all IC4 trains after an IC4 train overran a red 

stop signal at Marslev on Funen and an incident at 

Høje Taastrup because it could not be excluded 

that it was due to a type fault.  

The Accident Investigation Board, DSB’s own 

specialists and a number of international brake 

experts investigated the cause of the two 

overruns and carried out thorough tests of the 

brake systems of the trains.  

 

On Monday 29 January 2012 the Accident 

Investigation Board published a preliminary report 

including the results of the many and thorough 

tests, and after having received approval from the 

Danish Transport Authority DSB started operation 

simulations without passengers on 28 February 

2012. 

DTU investigates safety regarding the IC4's 
brake capacity 
Following criticism in the media DSB has asked 

the Technical University of Denmark (DTU) to 

carry out a review of the security regarding the 

IC4's brake capacity, including the train computer. 

As an impartial and independent body, DTU will 

assess the security system and other related 

security processes in the IC4 train. 

 

DSB will assess DTU's investigations on an 

ongoing basis and decide when to submit an 

application to the Danish Transport Authority for 

permission to operate the trains with passengers. 

IC4 trains delivered by AnsaldoBreda 
As of 31 December 2011 DSB has accepted 

delivery of 41 mass produced train sets from 

AnsaldoBreda. Add to these 14 so-called NT sets 

which are the first and individually manufactured 

train sets DSB received from AnsaldoBreda in 

connection with the settlement in May 2009. 

These train sets will be upgraded by DSB 

Vedligehold A/S as a subsupplier to AnsaldoBreda 

under a commercial contract.  

On 31 December 2011 DSB accepted delivery of 

the first IC2 train, authorised for a speed of 160 

km/h. 

The rolling stock situation in other regards 
Based on the challenges surrounding the rolling 

stock situation DSB made a decision in 2011 to 

put more rolling stock into service from the 

timetable 2012 (December 2011). The trains put 

into service were older MR trains which were 

supposed to be sold. The relatively small MR 

trains were put into service on the lines where 

technology permits them to be used and where 

there are not so many customers. Between 

Odense and Copenhagen only modern rolling 

stock authorised for tunnel operation can be used.  

This means that from December 2011 MR trains 

have been in operation between Aarhus and 

Esbjerg, and some train sets between Aarhus and 

Aalborg where IC3 train sets have previously been 

used. DSB expects to be able to put modern train 

sets into service on the lines again sometime 

during 2012. 

DSB has also decided to extend the lease for 67 

double-decker coaches that are used on Zealand 

for another approx. five years and similarly to 

extend the lease for 12 Desiro trains used on 

Funen. 

Moreover, DSB received the last of 10 new train 

sets for the Coastal Line and the Øresund traffic in 

the beginning of 2011 as well as eight new train 

sets for operation on the Grenå Line.  

In terms of rolling stock performance the Øresund 

trains and the diesel locomotives distinguished 

themselves by their markedly higher performance 

in 2011.  

Over the past years the ME locomotives have 

completed a major rebuilding and renovation 

programme, which has definitely strengthened a 

number of technical system areas on 20 of the 

total of 36 ME trains. Together with constant 

follow-up and the workshop staff’s commitment 

and involvement these changes have made a very 

positive difference and ensured a historically good 

performance.  



Ariane	
  5	
  Rocket	
  Explosion	
  -­‐	
  1996

• Loss	
  	
  
	
   rocket:	
  	
   $500	
  million	
  	
  
	
   project:	
   $7	
  billion	
  

• Descrip5on	
  
– Inten5onally	
  destroyed	
  40	
  s	
  aVer	
  liVoff	
  

• Cause	
  
– Variable	
  overflow	
  because	
  of	
  reuse	
  of	
  

soVware	
  module	
  (from	
  Ariane	
  4)	
  related	
  to	
  
horizontal	
  velocity	
  measurement.	
  

– This	
  happened	
  simultaneously	
  in	
  both	
  the	
  
ac5ve	
  and	
  the	
  back-­‐up	
  computer.



Therac-­‐25	
  	
    
Radia5on	
  therapy	
  machine	
  -­‐	
  1985

• Loss	
  	
  
	
   6	
  people	
  injured	
  
	
   3	
  dead	
   	
  

• Descrip5on	
  
– Severe	
  overdose	
  of	
  X-­‐Ray	
  

radia5on	
  
• Cause	
  

– Concurrency	
  not	
  properly	
  
tested,	
  genera5ng	
  a	
  race	
  
condi5on	
  

– Lack	
  of	
  hardware	
  redundancy:	
  
hardware	
  interlocks	
  removed	
  	
  
(replaced	
  with	
  soVware	
  
redundancy	
  check)



Patriot	
  Missile	
  System	
  -­‐	
  1991

• Loss	
  	
  
	
   28	
  soldiers	
  dead	
  
	
   100	
  injured	
  

• Incident	
  
– The	
  system	
  failed	
  to	
  intercept	
  an	
  

incoming	
  missile	
  
• Cause	
  

– Time	
  is	
  kept	
  con5nuously	
  by	
  the	
  
system's	
  internal	
  clock	
  in	
  tenths	
  of	
  
seconds	
  but	
  is	
  expressed	
  as	
  an	
  integer	
  
(e.g.,	
  32,	
  33,	
  34...)	
  

– The	
  Patriot	
  bakery	
  had	
  been	
  up	
  
around	
  100	
  hours,	
  resul5ng	
  in	
  an	
  
precision	
  error	
  of	
  0.34	
  seconds



Mars	
  Climate	
  Orbiter	
  -­‐	
  1998

• Loss	
  	
  
	
   	
  $125	
  million	
  

• Descrip5on	
  
– SpacecraV	
  crashed	
  on	
  Mars	
  falling	
  too	
  

deep	
  into	
  its	
  atmosphere	
  

• Cause	
  
– Discrepancy	
  in	
  the	
  usage	
  of	
  imperial	
  

units	
  (pounds	
  of	
  force)	
  and	
  metric	
  
units	
  (Newtons)



Infusion	
  Pumps

56,000	
  reports	
  of	
  adverse	
  events	
  
associated	
  with	
  the	
  use	
  of	
  
infusion	
  pumps,	
  including	
  
numerous	
  injuries	
  and	
  deaths	
  
(during	
  4	
  years).

“a	
  medical	
  device	
  used	
  to	
  deliver	
  fluids	
  
into	
  a	
  pa5ent’s	
  body	
  in	
  a	
  controlled	
  
manner.	
  There	
  are	
  many	
  different	
  types	
  
of	
  infusion	
  pumps,	
  which	
  are	
  used	
  for	
  a	
  
variety	
  of	
  purposes	
  and	
  in	
  a	
  variety	
  of	
  
environments.”



Is	
  new	
  technology	
  making	
  our	
  world	
  riskier?

Risk:	
  combina5on	
  of	
  the	
  likelihood	
  of	
  an	
  accident	
  and	
   
the	
  severity	
  of	
  the	
  poten5al	
  consequences.	
  

• Industrialized	
  society	
  
– Appearance	
  of	
  new	
  hazards:	
  atomic	
  energy	
  
– Increasing	
  complexity:	
  component	
  failures	
  vs.	
  interac5on	
  failures	
  
– Increasing	
  exposure:	
  larger	
  planes,	
  larger	
  ci5es	
  &	
  factories	
  
– Increasing	
  amounts	
  of	
  energy:	
  higher	
  energy	
  sources	
  
– Increasing	
  automaFon	
  of	
  manual	
  operaFons:	
  does	
  not	
  remove	
  humans,	
  

redefines	
  their	
  roles	
  (e.g.,	
  figh5ng	
  the	
  autopilot)	
  
– Increasing	
  centralizaFon	
  and	
  scale:	
  larger	
  plants,	
  ships,	
  planes	
  
– Increasing	
  pace	
  of	
  technological	
  change:	
  not	
  enough	
  5me	
  to	
  test	
  	
  


